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(54) An electronic trading method 

(57) An electronic trading method prevents unjust 
trading relative to prices or goods in an electronic trad- 
ing using va)uat)le data such as electronic mor^ as 
settlement means. A broker server (30) which temporar- 
ily stores electronic nxxiey, for example, is connected to 
a communication network. When electronic money is 
sent as a price of goods from a terminal (10) of a goods 
consumer to a server (20) of a goods mercfiant. the 
sending of electronic nrwney is performed in two steps 
including sendir^g of ^ectronic tDone^ from the terminal 
( 1 0) of the consumer to the broker server (30) and send- 
ing of electronic nrx>n^ from the broker server to the 
server (20) of the merchant The serxiing of electronic 
money from the broker server (30) to the server (20) of 
the merchant is performed when a predetermined set- 
tienrtent condition including a condition relative to the 
elapse of a designated date or reception of a receipt 
issued by the terminal (10) of the consumer is brought 
into existence. When the corisumer does not receive 
goods although a predetermined delivery date of goods 
has elapsed, the terminal (10) of the consumer trans- 
mits a command for prohOE>iting settlement to the broker 
server (30). When the broker server (30) receives the 
commarxi, the broker server (30) does not sent elec- 
tronic nfx>ney to the server (20) of the merchant even if 
the settiement condition is brought into existence. 
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Description 

The present invention relates to trading or transac- 
tions on a communication network and more particularly 
to a system capable of effecting commercial transac- s 
tions using valuable data. 

As tfie infrastructure of the information (communi- 
cation) network represented by the internet is provided 
gradually completely, a so-called electronic trading for 
effecting commercial transactions on such a communi- 10 
cation network is already put to practical use partially. 
The electronic trading is featured in that all or part of the 
following four steps for usual trading including (1) 
retrieval of goods or item nterchant and goods or item, 
(2) ordering of the goods, (3) delivery of the goods and is 
(4) settiement are performed on ttie network. As com- 
pared with the existing trading system, tfie electronic 
tracing has advantages including wide selection of trad- 
ing parties regardless of distance, high-speed trading 
through the network and easy trading management by so 
electronic trading. 

One of problems of the electronic trading related 
to settlement means performed on the network. In the 
conventional trading, money is directiy paid between 
men. The technique that such a settlement method is 25 
realized on the network is desired. As the settiement 
technique in tiie electronic trading, electronic nrroney 
and electronic checks are promising. 

The electronic money is "electronic data" having the 
same worth as cash. In a system using the electronic 30 
nnoney, electronic money information is stored in an 
exclusive IC card and electronic information is transmit- 
ted and received between two IC cards by means of 
exclusive terminals or apparatuses to thereby attain 
nxwement of the worth. This technique is known in the 35 
International Publication W091/16691. In this example, 
the IC cards are directiy auth^iticated each other upon 
movemerrt of the electronic mon^. Particularly, applica- 
tion to small settiment or transactions capable of 
guarding the privacy and utilization by the younger ger>- 40 
eration are promistng due to the characteristics of the 
electronic mon^ inducfing small fee upon settiement, 
arK)nymity and unnecessary supply of credit to the user. 

Similarly, tfie electronic checks are electronic data 
having the same worth as ordnary checks. Electronic 45 
checks of the Rnandal Services Technology Consor- 
tium (FSTC) of tiie United State are known as an exam- 
ple ttiereof (http:/Awww.fstc.orgy!ndex. html). In this 
exanple, a target is set to sut>stitute the ordinary 
checks of paper by electronic data conpletely and a so 
technique using an IC card to make an electronic signa- 
ture is used. 

Data having tiie worth of mone^ such as the elec- 
tronic nrxmey and the electronic checks is hereinafter 
named '^valuatDle data' generically ss 

In the electronic tracfing using the valuable data as 
payntenl means, however, a method in which the valua- 
ble data is simply used to perform settiement has the 



possibility that unjust transactions such as stealing of 
valuable data and goods by a goods consumer or pur- 
chaser or a goods merchant are performed. A method in 
which a consumer pays valuable data to a merchant 
through a network after mutual agreement on commer- 
cial transactions and the consumer then receives goods 
through a delivery system or the network has ttie possi- 
bility that there appears an evil-minded merchant who 
does not deliver tiie goods regardless of reception of 
ttie valuable data. On the contrary, a method in which 
valuable data is paid after a consumer has received 
goods has the possibility that there appears an evil- 
minded consumer who does not pay the valuable data 
regardless of reception of the goods. 

In the latter case, it is considered that reception of 
payment is entrusted to a deliverer. That is, payment of 
the price is not made electronically b»y means of tiie net- 
work but the consumer pays the price to the deliverer 
upon reception of the goods. However, such a method 
has problems that this method cannot be applied to 
electronic goods such as softwares which are sent 
through the network, it takes time to reach a final settie- 
ment as compared with the electronic settiement, and 
management of the price requires much iabor. 

Preferably, it is an object of the present invention to 
provide an electronic trading method which prevents 
ur^ust transactions of prices or goods in the electronic 
trading using valuable data as settiement means. 

In a first aspect, the present invention provides the 
following electronic trading method in the electronic 
tiBding system in which a plurality of information 
processing apparatuses including means for storing val- 
uat>le data are connected to one another through a 
communication network 

A first information processing apparatus for requir- 
ing purchase of goods comprises sending an identifier 
of a second information processing apparatus for pro- 
viding at least goods and valuable data to a third infor- 
mation processing apparatus for mediating goods and 
valuable data, waiting for reception of data of goods cor- 
responding to the valuat>le data from the second infor- 
mation processing apparatus, transmitting receipt data 
of goods to the second information processing appara- 
tus when the data of goods is received, and transmitting 
a command for prohibiting settiement to the third infor- 
mation processing apparatus when the data of goods is 
not received although a predetermined date has 
elapsed. 

The third information processing apparatus com- 
prises receiving at least valuat)le data arxi the identifier 
of tfie second information processing apparatus from 
the first information processing apparatus, transmitting 
at least an anrK)unt of the valuable data and an identifier 
of the first information processing apparatus to ttie sec- 
ond information processing apparatus, performing set- 
tiement relative to the valuatsle data when a 
predetermined settiement condition is t^rougfit into 
existence, and preventing execution of the settiement 
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when the command for prohibiting the settlement is 
received from the first information processing apparatus 
before the settlement concfition is brought Into exist- 
ence. 

The secorxi information processing apparatus conv 
prises receiving at least the amount of the valuable data 
and the identifier of the first information processing 
apparatus from the third information processing appara- 
tus. trarOTiitting data of goods to the first Information 
processing apparatus, Bjnd receiving receqpt data of 
goods from the first information processing apparatus. 

The second information processing apparatus may 
receive the price (valuable data) after reception of the 
receipt or a fourth information processing apparatus 
may rec^e the price instead of the second Information 
processing apparatus. However, when the fourth infor- 
mation processing apparatus receives the price, means 
for causing the ordering data of the second Infornretion 
processing apparatus to the price received by the fourth 
information processing apparatus is provided. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 Is a schematic diagram illustrating a system 
of the present Invention; 

Figs. 2A to 20 show contents of data used in each 
information processirig apparatus; 
Fig. 3 shows a list of communication messages 
transmitted and received between the information 
processing apparatuses; 

Fig. 4 ^ a detailed flow chart showing processing in 
a consumer terminal of the present 
invention; Fig. 5 is a dolled flow chart showing 
processing in a broker server of the present inven- 
tion; 

Fig. 6 Is a detailed flow chart showing claim 
processing 6009 of a consumer; and 
Fig. 7 is a detailed flow chart showing processing in 
a merchant server of the present invention. 

DESCRIPTION OF THE PREFERRED EMBODIMENT 

An embodiment of the present invention Is now 
desaft)ed. In the embodiment, goods or items are linrv 
ited to electronic articles and electronic nrx>ney Is used 
as an example. Trading or transactions processed by 
information processing apparatuses are described t>y 
way of example. Further, in the embodiment, a term of 
the information processing apparatuses Is used as a 
general term of servers and terminals. 

Fig. 1 Is a block diagram schematically illustrating 
an electronic trading system inducfing a terminal 10 of a 
consumer (her«nafter referred to as a consumer termi- 
nal), a server 20 of a merchant (hereinafter referred to 
as a merchant server) and a server 30 of a broker (here- 
inafter referred to as a broker server) which constitute 
information processing apparatuses accorcfing to the 
present invention arxl the internal configuration and the 



mutual relation of the respective information processing 
apparatuses. Rg. 1 illustrates only three information 
processing apparatuses which are a minimum unit con- 
stituting the electronic trading system of the embodi- 

5 ment, while the electronic trading system includes a 
large number of apparati^es actually The broker server 
is sufficiently reliable and does not depart from the 
apparatus configuration and the processing procedure 
defined in the emtx)diment. 

w Rgs. 2A to 2C show structures of data used in the 
information processing apparatuses. 

Rg. 3 shows a list of communication messages 
transmitted and received between the information 
processing apparatuses. 

15 Rg. 4 is a flow chart showing a processing proce- 
dure in the consumer terminal 10 definitely. Rg. 6 Is a 
fk3w chart showing a procedure of a consumer daim 
processing 6009 in detail. Rgs. 5 and 7 are flow chart 
showing processing procedures in the broker sender 30 

20 and the merdiant server 20 definitely, respectively. 

(Description of Conf igiA-ation of the Information 
Processing Apparatus ) 

25 Referring now to Rg. 1, the configuration of the 
information processing apparatuses is desaibed. 

The consumer terminal 10. the merchant server 20 
and the broker server 30 have the same configuration 
basically and each include a communication processing 

30 unit (1101, 1201. 1301) connected to a communication 
network for transmitting and receiving data from other 
information processing apparatuses, a valuat>le data 
(electronic money) processing unit (1105, 1205. 1305) 
for inputting and outputting data through a display unit 

35 and an input unit to a user and controlling input preser- 
vation and output of electronic mon^. a menx)ry unit 
(1 104. 1204. 1304) and a timer unit (1 106. 1206, 1306). 
The timer unit preserves time data and tfie time data Is 
increased at a constant rate with an elapse of time. 

40 The valuable data (electronic money) processing 
unit 1205 of the merchant server 20 can t>e omitted 
deperxJing on an embodiment. Detailed description will 
be HDade later. 

45 (General Description of Communication Processing 
Row) 

The processing flow in the case where data is 
transmitted arxJ received between the informatfon 

50 processing apparatuses through the communication 
network is as follows. Rrst of all. the information 
processing apparatus on the transmissfon side loads 
transmission data and an address of the information 
processing apparatus on the reception side from the 

55 memory unit to the communication processing unit. 
Then, the communication processing unit transmits the 
transmission data to the information processing appara- 
tus on the receptfon side designated by the address. 
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The communication processing unit of the intonmation 
processing apparatus on the reception side receives the 
data and stores the data in the memory unit. K is desir- 
at>le that the cryptography is utilized to transnnit and 
receive data so that confidence of data, preventiori of 5 
modification of data and authentication of a communica- 
tion party are made. The technique of confidence, pre- 
vention of modfication and autfientication of data is 
desaibed in. for example. Kazuo Ohta, Kaoru Kuro- 
sawa and Osamu Watanal)e, 'Science of Information yo 
Security". Kbdansha Blue Books. 1995. pp. 104-113. 
144-153. 

(Description of Contents of Data > 

15 

Referring now to Rgs. 2A to 2C. contents of data 
preserved in the information processing apparatuses 
are.described. 

(Description of Trading and Ordering Information 31 10) 20 

The trading and ordering information 31 10 is com- 
posed of a plurality of data items descrit)ed below and is 
preserved in the memory unit 1 104 of the consumer ter- 
minal 10. The contents of the data items are now ^ 
desaibed with reference to Fig. 2A. 

The trading ID 3111 is an iderttifier for specifying 
trading uniquely on the comnrumication network. The 
tracfing ID consists of. for example, a comtxnation of a 
number assigned to the consumer temninal 10 uniquely 30 
and an identifier of the consumer terminal 10. A con- 
sumer terminal identifier 31 1 15 is an iderrtifier for spec- 
ifying the consumer terminal uniquely on the 
communication network. A merchant server identifier 
31 12 is an identifier for specifying the merchant server 3S 
uniquely on the communication n^work. Contents of 
goods 31 13 are ordering contents of goods. Names, 
types and number of goods are descrft>ed in this item 
3113. A delivery date 3114 is a term on which the con- 
sumer terminal 10 receives goods. Settlement condi- 40 
tions 3115 are conditions required when the broker 
server 30 performs settlement. That fe. when the settle- 
ment conditbn is brought into existence, the broker 
sender 30 performs setdenrieni There are two kinds of 
settlement conditions including a corxJition relative to 45 
reception of data and a conditwn relative to a term The 
former indudes reception of a receipt of goods and the 
latter includes a fixed term, a periodic temi (20-th day of 
every month or the like) arxJ a predetermined term after 
the broker server 30 has received electronic nnon^. 50 

(Description of Broker Information 3210) 

The broker information 3210 is connposed of a plu- 
rality of data items descrft>ed below and ts preserved in 55 
the memory unit 1304 of the broker server 30. Contents 
of the data items are now descrbed with ref^ence to 
Fig. 2B. 



An amount of received electronic money 321 1 rep- 
resents an amount of electronic money transmitted from 
the consumer terminal 10 to the broker server 30. A 
consunf^ terminal identifier 3212 is an kJentrfier for 
specifying the consumer terminal 10 which has trans- 
mitted the electronic money uniquely on the network. 
Contents of trading and ordering information 3110 are 
the same as those of Fig. 2A. That is. the trading and 
ordering information 3110 transmitted from the con- 
sumer terminal 10 through the network to the broker 
server 30 is utilized as it is. 

(Descriptbn of Merchant Information 3310) 

The merchant information 3310 is preserved in the 
menDory unit 1204 of the merchant server 20. Contents 
thereof are the same as ttiose of the broker information 
3210 transmitted from the broker server 30. 

(Corrtents of Communk:ation Message) 

Referring now to Fig. 3. contents of connmunication 
messages transmitted and received between the infor- 
mation processing apparatuses are described. All of the 
comnfUjnk:ation messages have two portions including a 
data portion and an identification portton (MSGIDn) 
used when the infbmnation processing apparatus identi- 
fies messages. Respective messages are now 
descrit>ed in detail for each of the information process- 
ing apparatuses constituting transmission sources. 

(Communication Message Transmitted by Consumer 
Terminal 10) 

An ordering message 4101 is transmitted for the 
purpose of ordering goods. The data portton of this 
HTYessage indudes the tracfing ID 3111. electronic 
nxwiey. the identifier 31115 of the consumer terminal, 
the iderrtifier 31 12 of the merchant server and the trad- 
ing and ordering information 31 10. 

A consumer claim message 4102 is transmitted for 
the purpose of prohibiting settlement when the con- 
sumer terminal 10 does not receive goods although the 
delivery date 31 1 4 has elapsed. The data portion of this 
message indudes the tracing ID 3111. The broker 
server 30 prohibits the merchant server 20 from per- 
forming settlement of trading corresponding to the trad- 
ing ID 31 11. 

A receipt message 4103 is transmitted when the 
consumer terminal 10 receives goods. The data portion 
of this message indudes the tracfing ID 31 1 1 . Further, 
data conversion for preventing forgery of data by a third 
party or repudiation of transmission of the person in 
question is applied to the data portion of this message. 
Concretely, there is a method of adding an electronk: 
signature applying the public key cryptography (Kazuo 
Ohta. Kaoru Kurosawa and Osamu Watanabe. "Sd- 
ence of Information Security". Kbdansha Blue Books. 
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1995. pp. 104-113. 144-153). The information process- 
ing apparatuses handle the nrtessage as a receipt of 
goods relative to the trading ID 31 1 1. 

(Communication Message Transmitted by the Broker s 
Server 30) 

An ordering notification message 4201 is transmit- 
ted to the merchant server 20 in order to notify that 
. goods are ordered and electronic money is transmitted io 
from the consumer terminal 10. The data portion of this 
message includes the trading ID 3111, an amount of 
electronic money received by the broker server 30 with 
respect to the trading, the identifier of the consumer ter- 
minal and the trading and ordering information 3110. is 

A settlement message 4202 is transmitted to the 
merchant server 20 in order to complete settlement 
The data portion of this message includes the tradng ID 
3111 and an amount of electronic money received hi 
the broker server 30 with respect to the trading. 20 

A rejection-of-ordering notification message 4203 
is transmitted in order to notify the rejection of ordering 
to the consumer terminal 10 arvj return electronk; 
money to the consumer terminal 10 when the merchant 
server 20 rejects ordering of goods. The data portion of 25 
this message includes the trading ID 3111 and an 
anxMjnt of electronk; money received by the broker 
sender with respect to the trading. 

A goods transfer nnessage 42035 is used in order to 
transfer (transmit) goods whrch the broker server 30 30 
receives from the merchant server 20 to the consumer 
terminal 10. This message is transmitted to the con- 
sumer terminal 10 when the broker server 30 receives a 
transfer-of-goods request message 43025 (deserved 
later) from the merchant server 20. 35 

A receipt request message 4204 is transmitted in 
order to request the merchant server 20 to transmit a 
receipt. The data portk>n of this message includes the 
trading ID 3111. 

An electronic money return message 4205 is trans- 40 
mitted in order to return electronic money to the oon- 
sunfier terminal 10 when the merchant server 20 does 
not transmit goods to the consumer terminal 10. The 
data portion of this message includes the trading ID 
3111 and an amount of electronic money received by 45 
the broker server 30 with respect to the trading. 

<Communicatk>n Message Transmitted by the Merchant 
server 20 ) 

50 

An ordering rejection message 4301 is transmitted 
in Older that the merchant server 20 rejects ordering of 
goods. The data portion of tfiis message includes the 
trading ID 3111. 

A goods message 4302 is transmitted in order to 55 
transmit goods to the cor^mer terminal 10. The data 
portion of th^ message includes the trading ID 3111 
and electronic goods. The transfer-of-goods request 



message 43025 is transmitted by the merchant server 
20 when transfer of goods to the consumer terminal 10 
is requested to the broker server. The data portion of 
this message includes the trading ID 311 1 and goods. 
In the enf*)odiment» the merchant server 20 transmits 
goods to the consurrrer terminal 10. although when the 
merchant server cannot receive the receipt message 
4103 from the consumer terminal 10. the transfer-of- 
goods request message 43025 is transmitted. 

A receipt transfer nrtessage 4303 is transmitted in 
order to transfer a receipt to the broker server 30. The 
data portion of this message includes the receipt mes- 
sage 4103 received from the consumer terminal 10. 

(Description of Processing in Information Processing 
Apparatuses) 

Referring now to f tow charts shown in Rgs. 4, 5. 6 
and 7. processing operatton of the information process- 
ing apparatuses is descn'bed in detail. In Rgures. com- 
munication messages represented by broken line are 
not necessarily transmitted. The consumer terminal 10. 
the broker server 30 and the merchant server 20 are 
descnt}ed in order of desaiption. 

(Description of Processing in Consumer Terminal 10) 

A processing ftow in the cor^sumer terminal 10 is 
shown in Rg. 4. Processing is performed with reference 
to the trading and ordering information 3110 shown in 
Rg. 2A in the following description. 

Rrst of all. the consun^ terminal 10 prepares the 
ordering message 4101 on the basis of a purchase 
request of goods and transmits the request to the broker 
server 30 through the communicatton network (step 
5001). This process corresponds to an ordering proc- 
ess of goods in the general commercial tradng. 

The corYsumer terminal 1 0 then determines 
whether the consumer terminal receives the rejection- 
of-ordering notifk:atk>n message 4203 from the txoker 
server 30 or not (step 5002). When the consumer termi- 
nal receives the rejection-of-ordering notifkation mes- 
sage 4203, the consumer terminal 1 0 stops processing. 
That is. the tracfing is stopped. 

When the rejection-of-ordering notifrcation mes- 
sage 4203 is not received, the consumer terminal deter- 
mines on the basis of time data from the timer unit 1 106 
whether the delivery date 3114 elapses or not (step 
5003). When the delivery date has elapsed, step 5006 
is executed. 

When the delivery date does not elapse, it is deter- 
mined whether goods are received or not (step 5004). 
More particularly, it is determined whether any of the 
goods message 4302 or the goods transfer message 
42035 is received or not When the message is not 
received, the step 5002 and the sut>sequent steps are 
repeated. When the message is received, step 5005 is 
executed. 
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When any of the goods message 4302 or the goods 
transfer message 42035 is received, the recapt mes- 
sage 4103 is trar^mitted to the merchant server 20 des- 
ignated by the merchant server identifier 3112 (step 
5005). Then, the consumer terminal 10 finishes 
processing. 

In step 5003, when the elapse of the delivery date 
3114 is confirmed, the consumer claim message 4102 
is transmitted to the broker server 30 (step 5006). This 
message is issued to thereby request the broker sender 
30 to prohibit the settlement of electronic money trans- 
mitted as the price of goods. 

Then, the consumer terminal waits for reception of 
the electronic money return message 4205 from the 
broker server 30 (step 5007). After the electronic money 
retum message 4205 is received, the consumer termi- 
nal 10 stops processing. 

<Descriptic^ of Processir^g in Broker Server 30) 

The processing flow in the broker server 30 is now 
desaibed with reference to Fig. 5. 

Rrst of all. the broker server 30 waits for reception 
of the ordering message 4101 (step 6002). 

When the ordering message 4101 is received, the 
broker server 30 prepares the broker information 3210 
and the ordering notification message 4201 on the 
bas^ of the received ordering message (step 6003). 
The broker information 3210 is stored in the mennory 
1304 and the ordering notification message 4201 b 
transmitted to the merchant server 20. 

The broker sever 30 determines whether the order- 
ing rejection message 4301 is received or not (step 

6004) . 

When the ordering rejectk)n message 4301 is not 
received, the broker server 30 determines whether the 
consumer claim message 4102 is received or rK>t (step 

6005) . 

When the consumer claim message 4102 is not 
received, the broker server 30 determines whether the 
transfer-of-goods request message 43025 is received 
or not (step 60055). 

When the transfer-of-goods request message is rK>t 
received, the t>roker server det^mtnes whether the set- 
tlement corxiition 31 15 is brought into existence or not 
(step 6006). 

When the settlement condition is brought into exist- 
ence, the txoker server 30 transmits the settlement 
message 4202 to the merchant server 20 (step 6007). 
The broker server 30 then finishes processing. 

In step 6004, when the ordering rejection nrressage 
4301 is received, the rejection-of-ofdering notification 
message 4301 ts transmitted to the consumer terminal 
10 (step 6008). The rejection-of-ordering notification 
message 4301 includes the same amount of electronk: 
money as the amount of received electronic money 
321 1 included in the broker information 3210. The con- 
sumer terminal 10 which is a destination to wttich goocte 



are transmitted Is specified by the consumer terminal 
identifier 3212 in the broker information 3210. After exe- 
cution of step 6008, the broker server 30 stops process- 
ing. That is, the trading is stopped. 

5 In step 6005, when the consumer daim message 
4102 is received, the consumer daim processing is per- 
formed (step 6009). Detailed operation in step 6009 is 
described later. In step 60055, when the transfer-of- 
goods request message 43025 is received, the broker 

10 server 30 prepares the goods transfer message 42035 
on the basis of the transfer-of-goods request message 
43025 and transmits the message 42035 to the con- 
sumer terminal 10 (step 6010). Then, the broker server 
transmits the settlement message 4202 (step 6007). 

15 The consumer daim processing 6009 is now 
described in detail with reference to Rg. 6. 

The receipt request message 4204 is transmitted to 
the merchant sen/er 20 (step 7001). The merchant 
server 20 is specified t>y the merchant server identifier 

20 31 12 in the broker information 3210. 

Then, reception of the receipt transfer message 
4303 from the merchant server 20 is waited (step 7002). 
When the message is received, step 7003 is executed. 
When the message is not received, step 70025 is exe- 

25 cuted. 

When the elapsed time in the waiting state for the 
reception exceeds a predetermined threshold, it is 
determined to be the time-out and step 7004 is exe- 
cuted (step 70025). When the elapsed time does not 

30 exceed the threshold, the processing after step 7002 is 
repeated. The threshoM is prevbusly stored in the 
memory 1304 of tfie broker server 30. 

In step 7002, when the receipt transfer message 
4303 is received, the validation of the receipt message 

35 4103 in the receipt transfer message 4303 is deter- 
mined (step 7003). For example, when the electronic 
signature is added to the receipt message 41 03, the val- 
klation of the electronic signature is verified. As a 
method of tfie verification, there is known an example in 

40 which the public key cryptographic system descr3:>ed in. 
for example, Kazuo Ohta. Kaoru Kurosawa and Osamu 
Watanabe, "Science of Information Security", Kbdansha 
Blue Books, 1995. pp. 104-113, 144-153 is applied. 
In determinatk>n step 7003, when the receipt mes- 

45 sage is justifiable, the settlemerrt processing is exe- 
cuted (step 6007). When the receipt n^essage is not 
just the eledronic money return processing (step 7004) 
to the consumer terminal 1 0 is executed. 

In reception of the receipt from the mercfiant server 

50 20, when the receipt is not just or when the time out 
occurs, the electrons money return message 4205 is 
transmitted to the consumer terminal 10 to tha'eby 
return electronic nrioney to the consumer terminal 10 
(step 7004). Thereafter, the broker server 30 stops 

55 processing. That is, when the merchant cannot offer the 
evidence (receipt) that goods are exactly transmitted to 
the consumer, electronic mon^ wfik:h is temporarily 
received as the price of goods is retumed to the con- 
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sumer and the tracing is stopped. When the just receipt 
is offered, the settlement is performed. 

<Descrlption of Processing In Merchant server 20) 

5 

The processing flow in the merchant server 20 is 
noH descrft>ed with reference to Fig. 7, 

The merchant server 20 waits for reception of the 
ordering notification message 4201 transmitted by the 
broker sender 30 (step 8001). io 

When fhe merchant server 20 receives the ordering 
notification message 4201. the merchant server 20 
determines whether the amount 321 1 of received elec- 
tronic money in the ordering notification message 4201 
is equal to the total price of goods or not (step 8002). is 
For example, there is a determination metfiod in which 
a data base for goods is preserved in the memory 1 204 
of the merchant server 20 and conterrts (price of goods) 
in the data base for goods and the price of the amount 
of received electronic money are compared with each 20 
other. When the amount is not equal to the total price of 
goods, the ordering rejection message 4301 is transmit- 
ted to the broker server 30 (step 8008). That is, the con- 
sumer terminal 10 Is regarded to triansmit the price for 
goods (electronic money) of an unjust arrxxint of money 2s 
and the merchant server 20 requests the broker sender 
30 to stop the trading. 

When it is determined that the ord^ing notification 
message 4201 is valid, the merchant server 20 trans- 
mits the goocte message 4302 to the consumer terminal so 
10 (step 8003). When the elapsed time after transmis- 
sion of the goods message 4302 exceeds a predeter- 
mined threshold, it is determined that the time out 
occurs and ttre transfer-of-goods request processing 
(step 8009) is executed (step 80035). When the elapsed 35 
time does not exceed the threshokl. the reception deter- 
mination processing (step 8004) of the receipt message 
4103 is executed. 

In step 80035. when rt is determined that tfie time 
out occurs, the transfer-of-goods request message 40 
43025 is transmitted to the broker server 30 (step 
8009). This message is to request the broker server 30 
to transfer data of goods. When tfie broker server 30 
receives this message, the data of goods in the mes- 
sage ^ taken out to be transmitted to the consumer ter- 4S 
minal 10. 

In step 8004, it is determined whether the rec^pt 
message 4103 is received or not When the receipt 
message is received, step 8005 is executed. When the 
receipt message is not received, the step 80035 arxJ the so 
sut>sequent steps are repeated. 

In step 8005. the receipt transfer message 4303 is 
prepared on the basis of the received receipt message 
4103 and is transmitted to the broker server 30. How- 
ever, it is not necessarily required to transmit the receipt ss 
transfer message 4303 except the case where the set- 
tlement corxlitions 3115 which are data items in the 
merchant information 3310 include reception of the 



receipt 

The merchant server 20 determines whether the 
receipt request message 4204 is received or not (step 
8006). When the receipt request message 4204 is not 
received, the settlement message reception determina- 
tion processing (step 8007) is performed. When the 
receipt request message 4204 is received, the receipt 
message transfer processing is performed (step 8010). 

It is determined whether the settlement message 
4202 is received or not (step 8007). When the settle- 
ment message 4202 is received, the merchant server 
20 determines that the trading is completed and finishes 
the processing. When the settlement message 4202 is 
not received, the step 8006 and the subsequent steps 
are repeated. 

In step 8006, when the receipt request message 
4204 is received, the receipt transfer message 4303 is 
transmitted to the broker server 30 and thereafter the 
settlement message reception determination process- 
ing (step 8007) is performed (step 8010). 

As descrbed above. When the consumer terminal 
10 does not receive goods, the consumer terminal 10 
issues a daim to the broker server 30 and prohibits the 
settlement to thereby prevent that the merchant obtains 
the price of goods without sending of goods. Further, 
the consumer terminal 10 can transmit the price of 
goods to the broker server 30 before arrival of goods to 
thereby prevent that the consumer obtains goods with- 
out payment of the price of goods. Furtfienmore. the 
merchant server 20 can request the broker sender 30 to 
transfer goods to the consumer terminal 10 to thereby 
prevent that the consumer terminal 10 issues an unjust 
daim without serxjing of the receipt although the corv 
sumer terminal 10 receives goods. 

Various modifications and appticatfons can be 
made in the present invention without departing from 
the spirit and scope thereof. For example, valuable data 
for several cases of trading may be collected to be 
transferred from the broker server 30 to the merchant 
server 20. To this end. for example, the valuable data is 
rerrxyved from the settlement message 4202 and is 
transferred as another process. The valuable data is not 
limited to t>e transferred to the merchant server 20 arvi 
may be transferred to a fourth information processirtg 
apparatus. It is considered tfiat the fourth information 
processing apparatus indudes a server for managing a 
financial agency, for example. 

Further, in the serxiing order to the broker server 
30, it ^ not necessary to send valuat^le data in advance 
of goods. After the merchant sends data of goods to the 
broker server, the consumer may send valuable data to 
the broker server. 

The program for performing the processing shown 
in Fig. 4 is stored in the memory unit 1 104 of the con- 
sumer terminal 10, while the program can k>e stored in a 
portat3le memory medium such as an optical disk or a 
f foppy cfisk and can be transferred to the memory unit 
1 104 to be executed. The sanrte thing is applied to the 
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processing shown in Figs. 5, 6 and 7. 

As described above, according to the present 
invention, there is provided the broker server and the 
valuable data transnnitted from the goods consumer to 
the goods merchant is held in the broker server tempo- s 
rarily. When the settlement concfition is brought into 
existence, the valuable data can be transmitted to the 
goods nierchant to thereby prevent unjust obtainnteht of 
the price or goods in the electronic trading. 

10 

Claims 

1. An electronic trading method in an electronic trad- 
ing system in which a plurality of information 
processing apparati^es (10, 20. 30) including is 
means for storing valuable data having the value of 
money are connected to one another through a 
communication network, wherein 

a first information processing apparatus (10) 
for requiring purchase of goods, comprising: 20 

transmitting at least an identifier of a secorvj 
information processing apparatus (20) for pro- 
viding goods, data relative to a predetermined 
delivery date and valuable data to a third infor- 25 
mation processing apparatus (30) for mediat- 
ing the goods and valuat)le data; 
waiting for reception of data of goods from said 
second information processing apparatus (20); 
transmitting receipt data of the goods to said 30 
second information processirig apparatus (20) 
when the data of goods is received; and 
transmitting to said third information process- 
ing apparatus (30) a oorrvnarvl for prohit>iting 
settlement when the data of goods is not 35 
received altfuxigh the delivery date elapses. 

2. An electronic trading method in an electronic trad- 
ing system in which a plurality of information 
processing apparatuses (10, 20, 30) including 40 
means for storing valuable data having the value of 
money are connected to one another through a 
comnrtunication network, wherein 

a third information processing apparatus 
(30) for mediating goods and valuable data, com- 45 
prising: 

receiving at least an identifier of a second infor- 
mation processing apparatus (20) for providing 
goods, data relative to a predetermined deliv- so 
ery date and valuat>le data from a first informa- 
tion processing apparatus (10) for requiring 
purchase of goods; 

transmitting at least an arTKHmt of said valuable 
data, an identifier of said first information ss 
processing apparatus (1 0) and the data relative 
to the delivery date to said second information 
processing apparatus (20); 



performing settlement relative to said valuable 
data when a predetermined settlement condi- 
tion is brought into existence; and 
prohibiting said settlement when a command 
for prohtoiting the settlement is received from 
said first information processing apparatus (10) 
before said settlement condition is brought into 
existence. 

3. An electronic trading method in an electronic trad- 
ing system in which a plurality of information 
processing apparatuses (10, 20, 30) including 
means for storing valuable data having the value of 
money are connected to one another through a 
communication networK wherein 

a second information processing apparatus 
(20) for providing goods, comprising: 

receiving at least an identifier of a first informa- 
tion processing apparatus (10) for requiring 
purchase of goods, data relative to a predeter- 
mined delivery date arxi an amount of the valu- 
able data from a third information processing 
apparatus (30) for mediating goods and valua- 
ble data; 

transmitting data of goods to said first informa- 
tion processing apparatus (10); and 
receiving receipt data of the goods from said 
first information processing apparatus (10). 

4. An electronic tracfing metfKXl according to Claim 3, 
wherein 

after the receipt data of goods is received 
from said first information processing apparatus 
(10). predetermined valuable data ^ received from 
said third information processing apparatus (30). 

5. An electronic trading metfxxl in an electronic trad- 
ing system in wfiich a plurality of information 
processing apparatuses (10. 20. 30) including 
means for storing valuable data having the value of 
money are connected to one another through a 
communication network, wherein 

a first information processing apparatus (10) 
for requiring purchase of goods, comprising: 

transmitting at least an identifier of a second 
information processing apparatus (20) for pro- 
viding goods, data relative to a predetermined 
delivery date and valuable data to a third infor- 
HDation processing apparatus (30) for mediat- 
ing the goods and valuable data; and 
waiting for reception of data of goods corre- 
sponding to said valuable data from said third 
information processing apparatus (30). 

6. An electronic trading method in an electronic trad- 
ing system in wfiich a plurality of information 
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processing apparatuses (10, 20, 30) including 
means for storing valuable data having the value of 
money are connected to one another through a 
comnminication networK wherein 

a third information processing apparatus 5 
(30) for mediating goods and valuable data, com- 
prising: 

receiving at le^ an identifier of a second infor- 
mation processing apparatus (20) for providing 10 
goods, data relative to a predetermined deliv- 
ery date and valuable data from a first informa- 
tion processing apparatus (10) for requiring 
purchase of goods; 

transmitting at least an amount of said valuable is 
data, an Identifier of said first information 
processing apparatus (10) and the data relative 
to the delivery date to said second information 
processing apparatus (20); 
receiving data of goods from said second infor- 20 
mation processing apparatus (20); 
transmitting ttie data of goods to said first infor- 
mation processing apparatus (10); and 
then performing settiement relative to valuable 
data. 25 

7. An electronic trading method In an electronic trad- 
ing system in which a plurality of Irrformation 
processing apparatuses (10, 20, 30) Including 
means for storing valuable data having the value of 30 
money are connected to one another tftrough a 
conruminication network, wherein 

a second information processing apparatus 
(20) for provldlr^ goods, comprising: 

35 

receiving at least an identifier of a first informa- 
tion processing apparatus (10) for requiring 
purchase of goods, an anrujunt of the valuable 
data arxi data relative to a predetermined deliv- 
ery date from a tiiird Information processing 40 
apparatus (30) for mecfiating goods arxi valua- 
ble data; arxi 

transmitting data of goods to said first Informa- 
tion processing apparatus (10). 

45 

8. An electronic trading method according to Claim 7, 
wherein 

after the data of goods Is transnnitted to said 
third information processing apparatus (30), prede- 
termined valuable data is received from said third so 
information processing apparatus (30). 

9. An electronic trading method according to any of 
Claims 1 to 8. wherein 

the valuable data Is transmitted from said 55 
third Information processing apparatus (30) to the 
second Information processing apparatus (20) to 
perform settiement. 



10. An electronic trading method according to any of 
Qaims 1 to 8, wherein 

the valuable data Is transmitted from said 
third information processing apparatus (30) to a 
fourth information processing apparatus to perform 
settiement. 

11. An electa-onic trading apparatus according to Claim 
2, wherein 

settlenrrent conditions contain a condition rel- 
ative to reception of settiement allowable informa- 
tion transmitted by said first information processing 
apparatus (10). 

12. An elecb-onic trading apparatus according to Claim 
2. wherein 

settiement conditions contain a condition rel- 
ative to elapse of a specific date. 

13. An electronic trading method in an electronic trad- 
ing system in which a first processing apparatus 
(10) for purchasing goods, a second processing 
apparatus (20) for providing goods and a tiiird 
processing apparatus (30) for mediating goods and 
valuable data having the value of money are con- 
nected to one another ttirough a networK compris- 
ing the steps of: 

transmitting ordering information of the goods 
arxi the valuable data from said first processing 
apparatus (10) to said third processing appara- 
tus (30); 

transmitting said ordering information from said 
third processing apparatus (30) to said second 
processing apparatus (20); 
transmitting tfie goods from said secorxJ 
processing apparatus (20) to said first process- 
ing apparatus (10) on the basis of said ordering 
Information; and 

transmitting said valuat)le data from said third 
processing apparatus (30) to said second 
processing apparatus (20) on the basis of 
receipt data of the goods from said first 
processing apparatus (10) to perform settie- 
ment. 

14. An electronic trading metfiod in an electronic trad- 
ing system in which a first processing apparatus 
(10) for purchasing goods, a second processing 
apparatus (20) for providing goods and a tfiird 
processing apparatus (30) for mediating goods and 
valuable data having the value of money are con- 
nected to one another through a networK compr^- 
ing tile steps of: 

transmitting orrlering information of the goods 
and the vatuak)le data from said f ir^ processing 
apparatus (10) to said third processing appara- 
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tLis(30); 

transmitting said ordering information from said 
third processing apparatus (30) to said second 
processing apparatus (20); 
transmitting the goods from said second s 
processing apparati^ (20) to said first process- 
ing apparatus (10) on the basis of said ordering 
information; and 

transmitting the valuat)le data from said third 
processing apparatus (30) to said second io 
processing apparatus (20) to stop settlement 
when receipt data of the goods from said first 
processing apparatus (10) cannot be received 
until a predetermined date. 
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